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ABSTRACT

The current focus of the Global War on terror in the Middle East and in increased
surveillance on U.S. borders has left a third border, the Caribbean, open to terrorist
infiltration and attack. Large scale U.S. direct investment in the industrialized island
nation of Trinidad and Tobago relative to the other islands in the region and Latin
America, and the U.S. current dependence on it for the majority of its liquefied natural
gas imports, makes it an attractive target for terror. While there has been reasonable
research on the effects of a domestic terrorist attack on the American economy, there has
been little research on the effects of an attack on one of the United State’s critical energy
sources. This thesis will examine this subject and analyze the possibility of such an attack
and the projected dire consequences for Trinidad and Tobago, the region and U.S. energy
security initiatives. This thesis will also attempt to focus on some policy implications for

improved security in this area.
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l. INTRODUCTION

A BACKGROUND

Since the tragic events of September 11™, 2001 security and intelligence services
worldwide have attempted to ascertain the strategy, capability, links and potential targets
of transnational terrorists. This effort has continued in concert with the hardening of
potential targets and the hunt for and prosecution of terrorists by law enforcement and

military units supported by multilateral law enforcement and security cooperation.

A commonly understood strategy of Al Qaeda affiliated groups is the targeting of
economic targets, and specifically, oil and gas facilities. Al Qaeda communiqués have
made specific appeals for all “mujahideen” to attack energy targets in countries in which
Western oil companies operate.l On September 6, 2005, Saudi security forces, in
conjunction with the capture of Al Qaeda affiliated militants at Ad Dammam, seized
plans for the attack on an array of oil and gas targets.2 Indeed the frequency and severity
of insurgent attacks on Irag’s energy infrastructure, illustrates the application of this
strategy and its importance in the overall insurgent campaign in denying resources to the
fledgling Iraqi Government. In response to the perceived increase in threat, many large

oil and gas corporations have increased security at their facilities.3

If attacking energy targets is an integral part of linked militant Islamic group’s
strategy, then the country of Trinidad and Tobago may be a reasonably accessible and

vulnerable target for the application of this strategy.4 The local energy infrastructure is

1 Tamara Makarenko “Terrorist Threat to Energy Infrastructure Increases;” Jane’s Intelligence
Review, May 21, 2003.

2 Adnan Malik, “Saudi Forces Overrun Militants Villa,” Associated Press, 6 September, 2005.
Available from World News
http://customwire.ap.org/dynamic/stries/S/ISAUDI Clash?SITE=KING&SECTION=HOME&TEMP, Last
accessed October 8, 2005.

3 Jimmy Burns & Thomas Catan “Oil Groups Face Rise in Threats to Security,” Financial Times,
October 5, 2005.

4 “The current focus on energy security remains lacking and limited, with a rather outdated reliance on
the more traditional perspective of concentrating on the risks posed by instability and insecurity in the
Middle Eastern oil producing region.” Richard Giragosian, “Energy Security in East Asia,” Institute for the
Analysis of Global Security Online, August 13, 2004. Available from http://www.iags.org/n0813042.htm,
Last accessed September 28, 2005.
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vulnerable, and is tied to the economy of the Caribbean region, and Trinidad and Tobago
has recently been described as the energy and financial capital of the Caribbean.5 The
local energy sector accounts for forty percent of the island’s economy and exports from
Trinidad and Tobago account for 84% of the region’s inter-island trade. Revenue from
Trinidad and Tobago’s gas rents have also underwritten stability and economic
development in the smaller islands through loans, grants, subsidies, and financial
assistance. More important, exports from it form a key part of the energy security strategy
of the United States and it presently exports 88% of the Liquefied Natural Gas (LNG)
used in the United States.

While a significant or sustained terrorist attack on the Trinidad and Tobago’s
energy sector would be potentially devastating for Trinidad and Tobago and the local
region, the supply disruption would likely have a significant impact on the U.S. economy
because of Trinidad’s key energy supply role. It is this three-fold effect, which makes it
an attractive target because it provides terrorists with a series of large scale national, and
regional economic disruptions, which will also be felt in the ultimate target: the United
States. The utility of this approach for transnational terrorist groups is that this can be

achieved by targeting a relatively small, lightly defended target, in a little known island.

What is the possibility of terrorist activity taking place in Trinidad and Tobago?
In July 1990, Islamic Militants known as the Jamaat al Muslimeen (JAM), attempted to
establish the first Islamic state in the Western Hemisphere, in Trinidad and Tobago, by
armed revolution. Twenty-six people died and hundreds were wounded in the bombing,
shooting and hostage crisis that played out in the country’s Parliamentary Chamber and
state television station. Security forces eventually took control and forced the surrender
of the militants some six days after the attempt was initiated. While the Government was
able to resolve the immediate crisis by providing an amnesty that freed the militants

involved, the threat posed by radical Islamic elements continues until this day.

5 Jwarla Rambarran, “Financial Crises in T&T: Can They Happen Again?” Trinidad Express, March
16, 2005. Available from http://www.trinidadexpress.com/index.pl/article?id=67223206, Last accessed
September 28, 2005. & Editorial Trinidad Express Online, “Caribbean Energy Initiatives,” November 17,
2004: Available from http://www.trinidadexpress.com/index.pl/article?id=4666924, Last accessed
September 28, 2005.
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Terrorist activity in the Caribbean, while generally perceived not to be of strategic
importance to the United States has increased within the last decade.6 Terrorist groups
with confirmed links to the Al Qaeda network are believed to operate in Venezuela and
Margarita.? Venezuela lies just seven miles from Trinidad and Tobago, and this

proximity makes it feasible that an attack could be planned and initiated from these cells.

In March 2003 U.S. Federal investigators announced publicly that they were
searching for Adnan El Shukri Jumah, an American man, named by a top Al Qaeda
operative as a trained terrorist and on the FBI's most wanted terrorist list. EI Shukri
Jumah had returned home to visit relatives in Georgetown Guyana during Ramadan 2001,
but authorities lost track of Jumah in Trinidad and Tobago on his way back to the United
States. It was believed that he was traveling on a false Trinidad and Tobago passport.8 In
the same month, British and U.S. oil companies received threats targeting their facilities
in Trinidad and Tobago. A letter was also published in a local newspaper by an unknown
group that made threats relating to the possibility of a chemical attack against citizens and
a threat to poison the nation’s water supply. To date no one has been arrested for these

threats.

In 2005, four low-grade improvised explosive devices, exploded in the business
districts of Trinidad and Tobago’s capital, Port of Spain, resulting in the injury of 34
people.? Suspicions were immediately cast on the Jamaat al Muslimeen and security
forces from Trinidad and Tobago Army/Special Anti-Crime Unit raided the compound of
the Jamaat Al Muslimeen three hours after the October explosion. Four members of the
Jamaat Al Muslimeen were detained for questioning including Jamaat leader Abu Bakr.
All of the persons detained for questioning have since been released, and the search for

the individuals responsible for these attacks continues.

6 British Scotland Yard monitors Afro-Caribbean mosques as one of its top priorities of its anti-
terrorist, intelligence gathering operations. Jason Burke, Al Qaeda: The True Story of Radical Islam.
London:l. B. Tauris, 2004, p. 284.

7 LaVerle Berry, et al., “A Global Overview of Narcotics Terrorist and other Extremist Groups.,”
Washington: Library of Congress, 2002.

8 FBI Official Website. Available from http://www.fbi.gov/terrorinfo/elshukrijumah.htm, Last
accessed November 22, 2005.

9 The devices exploded on July 11, August 10, September 10 and October 14, 2005.
3
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Several other affiliated mosques were raided later on November 10" 2005, in an
apparent government crackdown. During this later raid, weapons, ammunition and
grenades were seized at the group’s headquarters at Mucurapo, but no explosive materials
or bombing suspects were found, or charged. It must be noted that Trinidad and Tobago
also hosts a number of other radical Islamist groups apart from the Jamaat Al
Muslimeen.10 If the Jamaat is not behind the recent spate of bombings in Port of Spain,
then the other alternative is more alarming, that is, the mobilization of another group that
has the capability and the willingness to use explosives and arms to disrupt the security,

stability and economy of Trinidad and Tobago.

What these incidents suggest is that there is a wide scale of confirmed and
suspected terrorist activity taking place in and around Trinidad and Tobago. The inability
of the local security forces to date to prevent, or arrest, the perpetrators of recent activity
also alludes to the ease with which local or transnational groups could possibly facilitate
an attack on the energy sector, in keeping with the terrorist strategy of economic center of
gravity attack.

This is important because both the U.S. State Department and U.S. Energy
Secretary have consistently described energy shipments from Trinidad and Tobago as key
to the United States’ energy security, economy and ultimate security.11 However, despite
the apparent increase in terrorist activity and the dependence of the United States on LNG
supplies from Trinidad and Tobago, the United States State Department has steadfastly
adhered to its policy to suspend all security aid and training assistance to Trinidad and
Tobago. In August 2003 the United States curtailed aid to Trinidad and Tobago to place
pressure on the islands’ government to support the exemption of the United States

military from prosecution by the International Criminal Court. As of October 2005, the

10 119% of the population in Trinidad is Muslim. “Three Muslim fundamentalist groups in this country
are kept under constant surveillance, the Trinidad and Tobago Defence Force yesterday informed high-
ranking military officials from over a dozen countries. The groups named were the Jamaat-al-Muslimeen,
the Waajihatul Islaamiyyah, based in Princes Town, and the Jamaat al Murabiteen, which, the Express was
informed, operates from a Central location.” Ucill Cambridge, “Muslim watch,” Express On line March
92004. Available from http://www.trinidadexpress.com/index.pl/article_news?id=17332822, Last accessed
November 21, 2005.

11 petroleum World “U.S. Energy Rep: T&T LNG Key,” December 17, 2004. Available from
Petroleumworld.com http://www.petroleumworld.com/storytt04121708.htm, Last Accessed June 15, 2005.
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United States offered no security assistance or anti-terrorism funding to Trinidad and
Tobago.12 This policy, does not appear beneficial to either party in helping to secure vital
bilateral energy and security interests, yet it still is enforced. Curiously, despite this
inconsistency and the importance of this issue to both nations, and the region’s economic
security and stability, there is scant attention in the international relations literature on
this issue.

B. PURPOSE

The purpose of this thesis is to address the gap in the literature with regard to this
issue and to illustrate the catastrophic effects a significant terrorist attack on Trinidad and
Tobago’s energy sector will have on the economic and political stability of Trinidad and
Tobago. Because of Trinidad and Tobago’s dominant economic role in the region, the
thesis will also discuss the impact of an attack on Trinidad’s ability to continue to
contribute to regional stability and development. | will also show the possible debilitating
effects such an attack will have on the U.S. economy, and the implications for security in
the United States as a result of instability in the “backyard” of the United States. | will
also provide recommendations to prevent a significant terrorist attack on the energy
sector in Trinidad and Tobago to mitigate this three-fold threat. Lastly, I will provide
recommendations to adjust the conflicting bilateral foreign policy related to terrorism,
drug trafficking and energy security that in combination, inadvertently contributes to
instability in the “Third Border” as the Bush Administration has aptly named this area.13
C. OVERVIEW

The remainder of this thesis is laid out as follows. In Chapter Il | provide an
overview of Trinidad and Tobago’s energy industry. | will also examine the vulnerability

of the local energy asset infrastructure in Trinidad and Tobago, and develop local attack

12 y.S. Department of State Congressional Budget Justification, Foreign Operations Report, Fiscal
Year 2006.

13 In order to better focus the U.S.-Caribbean relationship and work with our partners on a number of
capacity building tasks, the Bush Administration has developed a “Third Border Initiative.” “We are also
committed to deepening our cooperation throughout the hemisphere in fighting the spread of HIV/AIDS,
responding to natural disasters, and making sure the benefits of globalization are felt in even the smallest
economies. These goals are at the heart of the “Third Border” initiative we have launched with the
countries of the Caribbean.” President George W. Bush. President of the United States: The White House,
Washington D.C. April 21, 2001.

5



scenarios that could potentially threaten it, based on recent terrorist activity in the global
energy sector. In Chapter 11 1 will look at the threats to the local energy industry with
specific focus on crime and terrorism. | will also examine the local capacity and

capability of Trinidad and Tobago’s maritime security services to secure this vital sector.

In Chapter IV, | provide an estimate of the potential costs of a significant terrorist
attack on the economy of Trinidad and Tobago. | will also look at Trinidad and Tobago’s
economic and military role in the region in facilitating and maintaining security and
stability and the possible impacts an attack could have on the region if these military and
economic services are significantly reduced or disrupted. The last section of this chapter
will focus on the impact of an attack on the U.S. economy.

In Chapter V, | will examine the existing bilateral foreign policy and its effects on
the general security and stability of Trinidad and Tobago and provide recommendations
to prevent and mitigate the effects of a terrorist attack on the energy sector. | will also
provide recommendations for adjustments to ameliorate the negative consequences of
conflicting U.S. counter-drug, counter-terror and energy security policy. | conclude the
chapter with recommendations to facilitate stability in the region and to enhance the

security of bilateral energy interests.



Il.  THE IMPORTANCE AND VULNERABILITY OF TRINIDAD
AND TOBAGO’S ENERGY SECTOR

In this chapter | will provide a brief overview of the oil and gas industry’s integral
role in facilitating the Trinidad and Tobago’s development. | will begin the chapter by
highlighting the significant U.S. and foreign investment in this sector. | will then outline
the sector’s critical importance as the main source of the country’s exports, foreign
earnings and economic development. In the last section, I will show in detail the
vulnerability of the local energy asset infrastructure to terrorist attack. I will illustrate this
by analyzing current trends from collected data on recent terrorist attacks on energy
facilities worldwide, and then apply the methodology to prioritized local attack scenarios.
A. PROFILE ON THE ENERGY INDUSTRY OF TRINIDAD AND TOBAGO

The energy sector is the mainstay and driving force of the economy of Trinidad
and Tobago. The reserves of oil and gas held by the country are its most important

economic assets (see Table 1).

Table 1. Petroleum Reserves as of January 1, 2004
Proved Probable Possible
Crude Oil (MMBO) 756 358 1644
Natural Gas (Tcf) 18.8 8.6 5.9

Historically, Trinidad and Tobago was a major oil exporter, but gas exports now
dominate the sector (see Table 2, below). However, revenues from oil sales still
constitute an important part of the sector’s revenue stream, and production and

exploration continues.14

14 Trinidad and Tobago is presently ranked the fifth largest producer of LNG in the world and the
second largest producer in the Atlantic Basin. Most of the information in this section was provided from the
Trinidad and Tobago Ministry of Energy official website. Available from
http://www.energy.gov.tt/applicationloader.asp?app=articles&id=807, Last accessed October 14, 2005.

7
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Table 2. Crude Oil and Natural Gas Production, 2000 — 2004

2000 2001 2002 2003 2004
Crude oil
Exploration (metres) 33,139 45,910 20,593 28,941 29,063
Daily Average Production (barrels) 119,354 113,523 130,626 134,089 122,902
Total Production ('000 barrels) 43,680 41,469 47,824 49,117 44,982
Imports ('000 barrels) 35,195 30,524 32,241 33,186 22,771
Exports (‘000 barrels) 19,118 18,323 24,895 26,002 20,467
Natural gas (million cubic feet/day)
Production 1,498.0 1,596.0 1,826.0 2,594.0 2,938.0
Utilization 1,255.0 1,304.3 1,771.2  2,325.2 2,640.1

of which:

Petrochemicals 618.5 661.0 693.8 731.1 846.5
Electricity Generation 186.5 193.3 219.2 230.1 239.4
LNG 450.0 450.0 858.2 1,364.0 1,415.3

a Also includes condensates.
b Utilization refers to gas sales, and does not include natural gas used in own consumption.

Natural gas is not only exported as the main cash crop, but it is also used in the
development of other highly profitable export products, mainly methanol and fertilizers
which are highlighted in Table 3, below. Trinidad and Tobago is currently rated as the
world’s largest producer and supplier of methanol and urea. The government intends to
expand this export market considerably in the near future with the construction of

additional ammonia, methanol, and urea plants.

Table 3. Petrochemicals Production and Exports, 2000-04
2000 2001 2002 2003 2004
Production
Fertilizers ('000 tonnes) 3,827.5 4,209.0 4,720.5 4,964.7 5,215.8
Methanol (‘000 tonnes) 2,480.2 2,788.9 2,828.7 2,845.7 3,067.8
Natural gas liquids® (‘000 barrels) 6,992.8 7,531.3 8,607.6 10,505.1  10,547.8
Exports
Fertilizers (‘000 tonnes) 3,449.7 3,995.1 4,226.2  4,595.0 4,615.9
Methanol ('000 tonnes) 2,438.6 2,807.9 2,7187.7 2,832.3 3,132.9
Natural gas liquids ('000 barrels) 6,800.0 7,666.0 8,766.9 10,236.1 10,368.8

Natural gas liquids include propane, butane and natural gasoline.



Generally, the oil and gas industry is mainly maritime-based though there is some
significant land based oil exploration activity in the southern part of the island. Oil and
gas for local use are produced mainly on the West Coast by local companies (Petrotrin
and the National Gas Company of Trinidad and Tobago NGC), while oil and gas for
export are produced mainly on the East coast by foreign owned British and American
companies. The main multinational corporations involved in the extraction phase of this
activity are:

1. British Petroleum (BPTT): 66.3% total gas production

2. British Gas: 23.6% of total gas production

3. EOG Resources: 7.0% of total gas production

4 The National Gas Company of Trinidad and Tobago, State owned
Petrotrin and BHP Billiton: 3.1%

There are eighty-two major offshore platforms that extend from 1 mile to 44 miles
off the West and East coasts as highlighted in Table 4. Workers on the East Coast are
typically ferried to work by helicopter companies contracted by the oil and gas

companies, while West Coast workers are ferried by company owned launches.

Table 4. Breakdown of Oil and Gas Companies Operating Offshore in Trinidad and
Tobago (From: Source: South chamber of Industry and Commerce of Trinidad
and Tobago Official Website. Available from
http://www.southchamber.org/initiatives/initiative.aspx?CategorylD=1400&id=29
28, Last accessed November 20, 2005.

Petrotrin (Trinmar)* West Coast (Pt. Fortin) 32
Petrotrin South East Coast 4
Petrotrin Trintomar* West Coast 1
BPTT South East Coast 22
Venture West Coast (Brighton) 8

NGC South East Coast 2

EOG East Coast 5

BG North Coast/East Coast 2

BHP North East Coast 5
Moraven East Coast 1

* The different names reflect different subsidiaries of the state owned corporation based in different
geographic areas. Each one coming into existence at different times depending on the discovery of
petroleum reserves in those areas.


http://www.southchamber.org/initiatives/initiative.aspx?CategoryID=1400&id=2928
http://www.southchamber.org/initiatives/initiative.aspx?CategoryID=1400&id=2928

Two main companies carry out the processing or treatment of natural gas for
export in Trinidad and Tobago. The Atlantic LNG Company of Trinidad and Tobago
processes the majority of East Coast gas for export to the United States, and it ships these
exports from its adjacent port facility. BPTT and the National Gas Company of Trinidad
and Tobago jointly own the Atlantic LNG production facility, located at Pt. Fortin. The
facility receives about 1.5 Billion cubic feet (Bcf) per day from BPTT and other sources.

Phoenix Park Gas Processors limited (PPGPL) also exports smaller quantities of
gas overseas in a strategic alliance with the National Gas Company of Trinidad and
Tobago. Gas is supplied from the National Gas Company of Trinidad and Tobago to
PPGPL for processing from its gas platforms on both coasts, and then it is marketed for
sale in the region. NGC and Petrotrin are state-owned petroleum companies, which also
provide a domestic supply of oil and gas. NGC is also responsible for reliable gas service
to the to the Pt. Lisas industrial estate and power generation utilities that provide power
for the entire island.

BPTT recently completed the Cassia B facility. It is one of the world's largest
offshore gas processing units built in Trinidad by a local company as part of a $500
million project to supply gas to the ALNG trains. The pipeline to shore has the capacity
to transport 2 Bcf/d uncompressed gas. BPTT operations are crucial to the island’s
economy, 60% of BPTT’s gas production goes to Atlantic LNG and 30% to NGC for the
domestic market. BPTT also holds shares in many of the industrial plants in the Pt. Lisas

industrial estate.

The energy sector is regulated and monitored by the Ministry of Energy. This
ministry is also responsible for the licensing, taxation and the auction and bidding process
for oil and gas companies that wish to engage in exploration around Trinidad and
Tobago. Most service industries such as catering, maintenance, transport, and supplies
are locally owned, and these support industries provide employment to the rural
communities and remote villages where oil and gas are discovered. Expatriate workers

work on both coasts, generally on contract as consultants for technical operations, while
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local labor is used for less skilled jobs. Expatriates generally live in Trinidad for periods
extending to three years or the duration of the exploratory or construction phases of new

projects.

The 2006 round of licensing for exploration and development operations will see
new operations by a Petrotrin/Exxon Mobil joint venture, Petro Canada, Petro Oil, and
Norsk Hydro, increasing the number of expatriates working in the islands. Foreign direct
investment (FDI) related to the entrant of new companies is estimated to be $100 billion
dollars over the next ten years based on positive results from these exploratory wells, but

they are dependent on a stable investment climate.

Apart for foreign investment, the government is presently working on finalizing
several projects which all will be powered or supplied in some way from the natural gas
industry. These projects include upgrading and expanding the 160,000-bbl/d refinery at
Pointe-a-Pierre, which refines oil from Latin America (Venezuela, Colombia and Brazil)
and West Africa, and the construction of downstream ammonia and methanol plants to
produce urea, ammonium nitrate and melamine. Other construction projects include an
aluminum smelter, a new ethane based petrochemical complex, a gas refinery, a gas-to-
liquids facility, and an ethanol plant all based on the southwest coast. Another industrial
port is also envisaged in La Brea and another industrial area similar to Pt. Lisas is being
planned for Union Estate on the south coast for additional ammonia, urea, methanol

production